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I WiTH THE GROWING popularity of system-on-
a-chip (SoC) architectures, demands for short
time to market and rich functionality have driven
design houses to adopt a new core-based SoC
design flow. A core-based SoC incorporates mul-
tiple complex, heterogeneous components on a
single piece of silicon; these can include digital,
analog, mixed-signal, RF, micromechanical, and
other kinds of systems. This blurring of the
boundaries between different types of devices,
together with rapidly increasing operational fre-
quencies and shrinking feature sizes, has intro-
duced a whole new set of testing challenges.
Not only are high-speed testers costly, but
also their performance is increasing more slow-
ly than device speed. Thus, externally testing
SoCs translates into increasing yield loss,
because guardbanding to cover tester errors
results in the loss of increasingly more good
chips. Because digital logic testers cannot do
precise analog testing, externally testing mixed-
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signal chips requires an even more expensive
mixed-signal tester and a two-pass strategy. For
some designs, testing the digital core involves
pumping a vast amount of digital data through
an analog interface; for these, neither of the two
platforms would work.

Built-in self-test (BIST) solutions eliminate
the need for high-speed testers and can more
accurately apply and analyze at-speed test sig-
nals on chip. Existing structural BIST tech-
niques, such as scan-based BIST, offer good test
quality but require additional dedicated test cir-
cuitry, so they incur nontrivial area, perfor-
mance, and design time overhead. Moreover,
structural BIST’s nonfunctional, high-switching
random patterns consume much more power
than normal system operation. Finally, to apply
at-speed tests to detect timing-related faults,
existing structural BIST must resolve various
complex timing issues related to multiple clock
domains, multiple frequencies, and test clock
skews that are unique in test mode.

A new paradigm, embedded software-based
selftesting, could alleviate the problems of both
external testers and structural BIST.!? In this
strategy, sometimes called functional self-test-
ing, the SoC’s programmable cores first under-
go selftest by running an automatically
synthesized test program that achieves high
fault coverage. Next, the programmable core
functions as a pattern generator and response
analyzer to test on-chip buses, interfaces
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between cores, and even other
cores, including digital, mixed-sig-

nal, and analog components. In Digital przgef;m
addition, functional information signal
. . . processor
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and we discuss the challenges to
further developing this new testing
paradigm.

Concept and advantages
Figure 1 illustrates the embed-

ded software-based self-testing con-

cept, using a bus-based SoC as an
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example. The SoC’s IP cores con-
nect to a peripheral component
interconnect (PCI) bus via the vir-
tual component interface (VCI), which acts as
a standard communication interface. First, the
microprocessor tests itself by executing a set of
instructions. Next, it tests the bus and the other
nonprogrammable IP cores. To support the self-
testing methodology, the IP core lies inside a test
wrapper containing test suppott logic to control
scan chain shifting, buffers to store scan data
and support at-speed test, and so on. In this
example, the on-chip bus is a shared bus to
which the arbiter controls access.

The embedded software-based self-test
approach has several advantages. First, because
this strategy reuses the SoC’s programmable
components for testing, it minimizes the addition
of dedicated test circuitry for DFT or self-test.
Second, besides avoiding the cost of high-speed
testers, this technique reduces the yield loss
stemming from tester accuracy problems. It can
also apply and analyze at-speed test signals on
chip more accurately than testers can. Third,
whereas hardware-based self-test must take
place in the nonfunctional BIST mode, software-
based self-test can proceed in the design’s nor-
mal operational mode—the core applies tests by
executing instruction sequences as in regular
system operations. This eliminates the excessive
power consumption of hardware BIST. In addi-
tion, functional self-test avoids the overtesting
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that arises from the application of nonfunctional
patterns during structural delay testing (through
atspeed scan or BIST). Experiments have shown
that many structurally testable delay faults in
microprocessors can never be sensitized in the
circuit’s functional mode.? Thus, defects on these
faults do not affect circuit performance.
However, testing by applying nonfunctional pat-
terns could detect these defects and unneces-
sarily identify a chip as faulty. Finally, this
methodology suggests DSP-based approaches
that offer a promising alternative to the costly
process of functionally testing analog circuits.?

Embedded processor self-testing
Researchers have proposed several self-test-
ing approaches for microprocessors (see the
“Microprocessor self-test” sidebar, next page).
Unlike hardware-based self-testing, software-
based testing is nonintrusive; it applies tests in the
circuit’s normal operational mode. Moreover,
software instructions can guide the test patterns
through a complex processor, avoiding test data
blockage arising from nonfunctional control sig-
nals, as occurs with hardware-based logic BIST.
Our embedded software-based self-test
methods include two steps: test preparation
and self-testing.!® Test preparation involves
generating what we call realizable tests for the

Figure 1. Embedded software-based self-testing concept.
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Microprocessor self-test

The literature of testing includes several proposals of micro-
processor self-testing approaches. Brahme’s and Abraham’s
approach, involving functional testing without any knowledge of the
processor’s structure, resulted in low fault coverage.' Techniques
exist for efficiently compiling self-test programs for embedded
processors, but they do not address self-test program generation.??

Some researchers have advocated applying randomized instructions
to the processor under test.*® However, although processors are more
amenable to random-instruction tests than to random-pattern tests, it is
difficult to target structural faults by applying random instructions at the
processor level. Lee and Patel described an approach that uses struc-
tural ATPG to generate tests for stuck-at faults in the processor.®

All these approaches target only stuck-at faults, and the methods
cannot be easily generalized for delay faults.
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processor’s components—these are tests that
can be delivered through instructions. The
processor executes a special software pro-
gram and stores the results in memory.
Analyzing the results can tell us if there are
defects in the processor. To avoid producing
undeliverable test patterns, our methods gen-
erate the tests under the constraints of the
processor instruction set. The tests can then
be either stored or generated on chip, depend-
ing on which method is more efficient for the
particular case.

If the tests are generated on chip, a self-test
signature characterizes each component’s test

needs. This signature includes seed S and con-
figuration C of a pseudorandom number gen-
erator as well as the number of test patterns to
be generated, N. A pseudorandom number
generation program can expand the self-test sig-
natures on chip, into test sets. A component
can have multiple self-test signatures, if neces-
sary. Thus, our self-test methodology lets us
incorporate any deterministic BIST techniques
that encode a deterministic test set as several
pseudorandom test sets. A low-speed tester can
load the self-test signatures or the predeter-
mined tests to the processor memory before
test application.

In the self-testing step, shown in Figure 2, a
software tester applies the realizable tests. It
also compresses the responses into self-test sig-
natures that are then stored in memory. An
external tester can later unload and analyze the
signatures. (We assume that before test appli-
cation, the processor memory has been tested
with standard techniques such as memory BIST
and is free of faults.)

Testing stuck-at faults

In our work, we have proposed a software-
based self-test method that targets structural
faults in a processor core using a divide-and-
conquer approach.! First, it determines the
structural test needs for the processor’s sub-
components, such as the ALU and program
counter. Next, the component tests are either
stored or generated on chip. Then, the proces-
sor delivers the tests to their target components
using predetermined instruction sequences.

To ensure that the test patterns generated for
a particular subcomponent are deliverable by
instructions, we first derive the instruction-
imposed constraints for each component. We
can divide these constraints into input and out-
put classes: Input constraints define what input
space the instructions allow for the component.
Expressed as Boolean equations, they describe
the correlation among the component’s inputs.
Output constraints define the subset of com-
ponent outputs observable by instructions. In
addition, we can classify the processor’s
instruction set constraints as either spatial
(specifiable in a single time frame) or tempo-
ral (spanning several time frames).
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If we use automatic test-pattern generation to
generate component tests, we can specify the
spatial constraints during test generation with
the aid of the ATPG tool. On the other hand, if
we use random tests for components, we can
use random patterns only on independent
inputs. We use component-level fault simulation
to evaluate these tests’ preliminary fault cover-
age. We can evaluate the final fault coverage
with processor-level fault simulation once we
have constructed the entire self-test program.

After we have derived the realizable com-
ponent tests, the next step is on-chip self-test
using an embedded software tester for test gen-
eration (if desired), test application, and test
response analysis. Because we have developed
the component tests under the instruction set
constraints, it will always be possible to find
instructions for applying the component tests.
On the output end, we must take special care
when collecting component test response. Data
outputs and status outputs have different
observability levels and should be treated dif-
ferently during response collection. In general,
although there are no instructions for storing a
component’s status outputs directly to memo-
1y, we can use conditional instructions to cre-
ate the image of the status outputs in memory.
We can use this technique to observe any com-
ponent’s status outputs.

Using manually extracted constraints, we
have applied this self-test scheme to a simple
Parwan processor. The method generated a
high-coverage test program for the simple
processor, demonstrating the feasibility and
effectiveness of software-based self-test.

Delay testing

We have also proposed a software-based
self-test method aimed at delay faults in
processor cores.>? Given the instruction set
architecture and the processor core’s micro-
architecture, we first extract the spatial and
temporal constraints between and at the regis-
ters and control signals. Next, a path classifica-
tion algorithm implicitly enumerates and
examines all paths and path segments. If a path
cannot be sensitized with the imposed extract-
ed constraints, the path is functionally
untestable and, thus, eliminated from the fault
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Figure 2. Embedded processor self-testing.

universe. This helps reduce the computational
effort of the subsequent test generation process.
Experimental results show that a high percent-
age of the paths are functionally untestable.?

Next, we select a subset of long paths among
the functionally testable paths as targets for test
generation. We extend a gate-level ATPG for
path delay faults to incorporate the extracted
constraints into the test generation process, and
this ATPG generates test vectors for each target
path delay fault. If the test is successfully gen-
erated, it not only sensitizes the path but also
meets the extracted constraints. Therefore, it is
most likely deliverable by instructions (if we
can extract the complete set of constraints, we
can guarantee delivery by instructions).

In the test program synthesis process that fol-
lows, the test vectors specifying the bit values
at internal flip-flops are first mapped back to
word-level values in registers and values at con-
trol signals. These mapped value requirements
are then justified at the instruction level. Finally,
we use a predefined propagating routine to
propagate the fault effects captured in the reg-
isters and flip-flops of the path delay fault to the
memory. This routine compresses the contents
of some or all registers in the processor, gener-
ates a signature, and stores it in memory.

We then repeat the procedure until we have
processed all target faults. We generate the test
program offline and then use it to test the
microprocessor at speed.

To apply the synthesized test program, we
use an external low-speed tester to load it into
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the processor’s on-chip memory. Depending on
the processor core’s architecture, the external
tester might need to reset the processor or apply
an initialization sequence to make the proces-
sor begin fetching and executing instructions
from memory. When the test program runs at
speed, the processor records a set of signatures
in memory. At the end of the test, the test pro-
gram calls a response analysis subroutine to fur-
ther compress the recorded signatures in
memory and, finally, to compare the com-
pressed signature with the correct signature.
We have applied this test synthesis program to
Parwan and DLX processors. On average, for the
Parwan processor our method took 5.3 instruc-
tions to deliver a test vector and achieved 99.8%
fault coverage for testable path delay faults. For
the DLX processor, our method took 5.9 instruc-
tions to deliver a test vector and achieved 96.3%
fault coverage for testable path delay faults.

Embedded processor self-diagnosis
One benefit of software-based self-test is that
we can apply it without scan chains, making it a
suitable choice for designs that cannot tolerate
scan-induced performance overhead on their
critical paths, such as high-end microprocessors.
The absence of scan chains, however, poses a
significant challenge for fault diagnosis.

Recently, researchers have proposed sever-
al methods to generate diagnostic tests for
sequential circuits by modifying existing detec-
tion tests. A prerequisite for these methods is a
high-coverage detection test set for the sequen-
tial circuit under test; we cannot diagnose a
fault if we cannot detect it. Unlike sequential
ATPG techniques, software-based self-test has
the potential to successfully generate tests for a
particular type of sequential circuit—micro-
processors. If properly modified, these tests
might achieve high diagnostic capability. In
addition, software-based self-test has great
potential in diagnosis, because functional infor-
mation is an invaluable resource for guiding
and facilitating diagnostic test generation.

To use software-based self-test for diagnos-
ing stuck-at faults in microprocessors, we ana-
lyze the combination of test responses to many
fine-grained diagnostic test programs.! For high
diagnostic resolution, we generate the diag-

nostic test programs so that each test program
detects as few faults as possible but the union
of all test programs detects as many faults as
possible. Experimental results on the Parwan
processor example show promising results.
With a reasonable number of diagnostic test
programs, we can achieve high diagnostic res-
olution on an overwhelming majority of faults
in the processor (data path faults and most
faults in the control logic).

Currently, this method requires long fault
simulation time for evaluating the diagnostic
test programs. However, we found that many of
the test programs we used in our study were
redundant because of correlation among
them.? Thus, a more deterministic diagnostic
test generation method could greatly shorten
the fault simulation time.

Self-testing buses and
global interconnects

In SoC designs, many core-to-core commu-
nications require long interconnects. As gate
delays continue to decrease, overall perfor-
mance depends increasingly on interconnect
performance. However, because of the increase
of cross-coupling capacitance and mutual
inductance, signals on neighboring wires can
interfere with one another, causing excessive
delay or signal integrity loss. Because crosstalk
relates to timing, testing for its effects must take
place at the circuit’s operational speed.

A software-based methodology can address
the problem of testing system-level intercon-
nects in embedded processor-based SoCs, the
most dominant type of SoC.%" In such SoCs, the
embedded processor cores can access most of
the system-level interconnects, such as the on-
chip buses. In our methodology, an embedded
processor core in the SoC executes a software
program that tests for crosstalk effects in these
interconnects. The self-test program applies the
test vector pairs to the appropriate bus in the
system’s normal functional mode. In the pres-
ence of crosstalk-induced glitch or delay
effects, the vector pair's second vector
becomes distorted at the bus’s receiver end.
The processor stores this error effect to the
memory as a test response, which an external
tester later unloads for off-chip analysis.
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In a core-based SoC, the address, data, and
control buses are the main types of global inter-
connects with which the embedded processors
communicate with memory and other cores via
memory-mapped [/O. Chen and colleagues
concentrate on testing the data and address
bus in a processor-based SoC.¢ Their approach
uses the maximum aggressor (MA) fault model
to model crosstalk effects on the interconnects.®

The MA fault model abstracts the crosstalk
defects on global interconnects by a linear num-
ber of faults. It defines faults based on the result-
ing crosstalk error effects, including positive
glitch (g,), negative glitch (g,), rising delay (g,),
and falling delay (g;). For a set of NV intercon-
nects, the MA fault model considers the collec-
tive aggressor effects on a given victim line Y,
while all the other N— 1 wires act as aggressors.
The patterns, called MA tests, are derived such
that they excite the worst-case crosstalk effects
on the victim line.® For a set of /Vinterconnects,
there are 4N MA faults, requiring 4N MA tests.
These 4N faults cover all physical defects and
process variations that can lead to any cross-
coupling-induced crosstalk error effect on any
of the Ninterconnects.®

Even though the MA tests can cover all phys-
ical defects related to crosstalk between inter-
connects, many of these defects can never
occur during normal system operation,
because of system-imposed constraints.’”
Therefore, testing buses using MA tests might
screen out chips that are functionally correct
for any pattern produced under normal system
operation. As an alternative, we propose func-
tionally maximal aggressor (FMA) tests, which
meet the system constraints and are deliverable
under the functional mode.” These tests com-
pletely cover all crosstalk-induced logical and
delay faults that can cause errors during the
functional mode.

Given the timing diagrams of all bus opera-
tions, we can extract the spatial and temporal
constraints imposed on the buses by the func-
tionality of the bus protocol or by the processor
core. Next comes FMA test generation. These
tests represent vectors that are applicable in the
functional mode and that enable the maximal
number of aggressors to a victim wire. The
strategy uses a covering relationship between
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vectors extracted from the bus commands’ tim-
ing diagrams during FMA test generation.

We could map each FMA test directly into an
instruction sequence. However, the simple map-
ping approach might lead to a lengthy program
that would dramatically increase test application
time. To reduce the test program’s length, we
compact the FMA tests before translating them
into instructions.” Because the resulting FMA tests
are highly regular, we then synthesize the test
program algorithmically by a software routine.
The synthesized test program is highly modular-
ized and very small. Experimental results have
shown that a test program as small as 3 Kbytes
can detect all crosstalk defects on the bus from
the processor core to the target core.

Next, we apply the synthesized test program
to the bus from the processor core, and the
input buffers of the destination core capture the
responses at the other end of the bus. The
processor core must read back such responses
to determine whether any faults on the bus
occurred. However, because the processor core
cannot read input buffers of a nonmemory core,
we suggest a DFT scheme that lets the processor
core directly observe the input buffers. The DFT
circuitry consists of bypass logic added to each
1/O core to improve its testability.

With the DFT support on the target I/O core,
the test generation procedure first synthesizes
instructions to set the target core to bypass
mode, then it continues synthesizing instruc-
tions for the FMA tests. The test generation pro-
cedure does not depend on the target core’s
functionality.

Self-testing nonprogrammable
IP cores

Testing nonprogrammable cores on SoCs is
a complex problem, with many unresolved
issues.” Industry initiatives such as the IEEE
P1500 Working Group provide some solutions,
but they do not address the requirements of at
speed testing.

Huang, lyer, and Cheng have proposed a self-
testing approach for a SoC’s nonprogrammable
cores, in which a test program running on the
embedded processor delivers test patterns at
speed, to other IP cores.? The test patterns can
be generated on the processor itself or fetched
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with shorter test length. Also,
because they are software generat-
ed, they do not incur hardware
overhead, as weighted random test-
ing in hardware BIST does.

Next, a high-level test program

is generated. This program syn-
chronizes the software pattern gen-
eration, the start of the test

application, and the analysis of the
test response. The program can
also synchronize testing of multi-
ple cores in parallel. The test pro-
gram is then compiled to generate
processor-specific binary code.

Preprocessing IP circuit
phase under test
Finding
N weights for
~— Pls and PSls
Test-specific + Y \i
parameters
v\ Test code Fault WrTa?JSr:er
A/ generator simulation generator
7 x| v
Processor- < > < >
specific Binary test
parameters program Response
~— ——
Test
phase Y Y
Embedded | _ Bus _ IP core
processor

In the test phase, the processor
core runs the test program to test

various [P cores. The processor core

Figure 3. Self-testing nonprogrammable cores in a SoC.

from an external ATE and stored in on-chip
memory. Fetching them from an ATE alleviates
the need for dedicated test circuitry for pattern
generation and response analysis. The approach
scales to large IP cores whose structural netlists
are available. Because the pattern delivery takes
place at the SoC’s operational speed, this
method supports delay test. A test wrapper (as
in Figure 1) around each core supports pattern
delivery (and contains the test support logic that
controls scan chain shifting, buffers to store scan
data and support at-speed test, and so on).
Figure 3 shows the test flow based on the
embedded software self-testing methodology,
divided into preprocessing and testing phases.
This approach offers tremendous flexibility in
the type of tests that we can apply to the IP cores
as well as in the quality of the test pattern set,
without entailing significant hardware overhead.
During preprocessing, a test wrapper config-
ured to meet the specific testing needs is auto-
matically inserted around the IP core under test.
The IP core is then fault simulated with different
sets of patterns. The method of Huang et al. for
testing delay faults employs weighted random
patterns generated using multiple weight sets or
using multiple capture cycles after each scan
sequence.” Compared to pseudorandom testing,
these patterns achieve the desired fault coverage

sends a test packet to the IP core test

wrappet, informing it about the test

application scheme—for example,
single- or multiple-capture cycle. The processor
core then sends data packets to load the scan
buffers and the primary input/primary output
(PI/PO) buffers. The test wrapper applies the
required number of scan shifts, and captures the
test response for the programmed number of
functional cycles. The test results are stored in the
PI/PO and scan buffers, from which the proces-
sor core then reads them.

Instruction-level DFT:
Test instructions

Selftesting a SoC’s manufacturing defects by
using a programmable core to run test pro-
grams has several potential benefits, including
at-speed testing, low DFT overhead due to the
elimination of dedicated test circuitry, and bet-
ter power and thermal management during test-
ing. However, such a self-test strategy might
require a lengthy test program and might not
achieve adequate fault coverage. We can alle-
viate these problems by adding test instructions
to an on-chip programmable core such as a
microprocessor core. This methodology is
called instruction-level DFT.!!

Instruction-level DFT is less intrusive than
gate-level DFT techniques, which attempt to cre-
ate a separate test mode somewhat orthogonal
to the functional mode. If we design the test
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instructions carefully so that their
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The instruction-level DFT ap- Figure 4. DSP-based self-test for analog and mixed-signal parts.

proach described by Bieker and

Marwedel adds instructions to con-

trol the exceptions, such as microprocessor inter-
rupts and resets.'” With the new instructions, the
test program can achieve fault coverage between
87% and 90% for stuck-at faults. However, this
approach cannot achieve higher coverage,
because the test program is synthesized based on
arandom approach and cannot effectively con-
trol or observe some internal registers with low
testability.

Our instruction-level DFT methodology sys-
tematically adds test instructions to an on-chip
processor core to improve its self-testability,
reduce the self-test program’s size, and reduce
the test application time.!' To decide which
instructions to add, we first analyze the proces-
sor’s testability. If we identify a register in the
processor as difficult to access, we add a test
instruction allowing direct access of that regis-
ter. We can also add test instructions to opti-
mize the test program size and runtime.

Adding test instructions to the programma-
ble core does not improve the testability of the
SoC’s other nonprogrammable cores and
therefore cannot increase their fault coverage.
We can, however, optimize the test programs
for the nonprogrammable cores by adding
new instructions. In other words, the same set
of test instructions that we added to self-test the
programmable cores can reduce the size and
runtime of the test programs for the nonpro-
grammable cores.

Experimental results for instruction-level
DFT on the Parwan and DLX processors show
that test instructions can significantly reduce
the program size and runtime by 20%, at the
cost of 1.6% area overhead.
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Self-testing mixed-signal and
analog components, using DSP

Because most analog and mixed-signal cir-
cuits are functionally tested, analog and mixed-
signal testing need expensive ATE for analog
stimulus generation and response acquisition.
With the advent of CMOS technology, DSP-
based BIST becomes a viable solution: The sig-
nal processing required to make the pass or fail
decision can take place in the digital domain
with digital resources.

Huang and Cheng have proposed an effi-
cient BIST architecture, shown in Figure 4, for
testing on-chip analog and mixed-signal com-
ponents.® This architecture uses the A-X modu-
lation technique for both stimulus generation
and response analysis.!?

A software A-X modulator converts the
desired signal to a 1-bit digital stream. A 1-bit dig-
ital-to-analog converter (DAC) transfers the digi-
tal 1s and Os to two discrete analog levels. Then
a low-pass filter removes the out-of-band high-
frequency modulation noise, thus restoring the
original waveform. In practice, we extract a seg-
ment from the A-X output bitstream that contains
an integer number of signal periods. The extract-
ed pattern is stored in on-chip memory and peri-
odically applied to the low-resolution DAC and
low-pass filter to generate the desired stimulus.
Similarly, for response analysis, we can insert a
I-bit Z-A modulator to convert the output
response of the analog device under test into a
1-bit stream, which the on-chip DSP or micro-
processor cores then analyze by DSP operations.

If abundant on-chip digital programmable
resources are available (as in Figure 4), on-
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chip DSP or microprocessor cores can perform
the software part of this technique. Otherwise,
external digital equipment can provide these
functions.

EMBEDDED SOFTWARE-BASED SELF-TESTING
can alleviate many of the current problems
with external tester-based and hardware BIST
testing techniques for SoCs. One of the main
tasks in applying the techniques described in
this article is extracting the functional con-
straints in the process of test program synthe-
sis—that is, deriving tests that can be delivered
by processor instructions. Future research in
this area must address the problem of automat-
ing the constraint extraction process to make
the proposed solutions feasible for general
processors. Using DSP-based testing tech-
niques, 2-A modulation principles, and some
low-cost analog and mixed-signal DFT, the soft-
ware-based self-testing paradigm can be gen-
eralized for testing analog and mixed-signal
components. l
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